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WASHINGTON, DC 20510

April 28, 2025

The Honorable Pamela Bondi
Attorney General

U.S. Department of Justice
950 Pennsylvania Avenue NW
Washington, D.C. 20530

The Honorable Andrew Ferguson
Chairman

Federal Trade Commission

600 Pennsylvania Avenue NW
Washington, D.C. 20530

Dear Attorney General Bondi and Chairman Ferguson:

We write to urge the Department of Justice (“Department”) and the Federal Trade Commission
(“Commission”) to exercise the full scope of their legal and statutory authorities in 23andMe
Holding Co. (“23andMe”)’s bankruptcy proceeding.! We commend the Department on its April
22,2025 filing in the 23andMe bankruptcy proceeding, recognizing that the Committee on
Foreign Investment in the United States (CFIUS) should review this transaction in light of the
substantial national security concerns involved.? However, additional action from agencies are
necessary in order to prevent adversaries, including the People’s Republic of China (PRC), from
acquiring millions of Americans’ genomic data.

Chinese authorities have already collected genomic data on millions of their own citizens, and
continue to actively target foreign companies, including in the U.S., for acquisition or
investment, as well for theft, in order to obtain foreign individuals’ genomic data, creating
serious implications for national security, public health, economic security, and Americans’
privacy. As the Chinese government has realized, genomic data is incredibly valuable. Biological
data is critical to biomedical discovery, particularly when, as here, it contains substantial
amounts of personal genomic data. It can be used to create, design, and optimize everything from
biopharmaceuticals and medical devices to optimizing AI models for medical applications. The
PRC also has demonstrated a sustained effort to leverage genomic and other biometric data for
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extensive surveillance?; accessing this data — either directly or indirectly — could further enable
PRC transnational surveillance, including posing counter-intelligence threats to the United
States. In addition, genomic data can be used to create dual-use technologies that, on the one
hand, could help create vaccines for diseases, but on the other hand, can be weaponized by our
adversaries to for malign intent.

In order to prevent China from weaponizing this data, or outcompeting the U.S. economically,
the U.S. must urgently prioritize the protection of biological and genomic data, particularly of
Americans, starting with that held by 23andMe.

As the Department notes in its recent filing,* its Data Security Program must be better utilized to
ensure the protection, and prevent the acquisition, of Americans’ sensitive genomic data. In
addition to the Department’s recent filing, and any anticipated CFIUS review, the Department, in
conjunction with the Commission and other U.S. agencies as appropriate, must closely monitor
the sale or transfer of, or access to, 23andMe’s genomic databank, regardless of whether that
activity is in the ordinary course of business, for compliance with all applicable statutes related
to national security and consumer protection. Chairman Ferguson’s letter to the Office of the
U.S. Trustee’ lays out a clear rationale for robust oversight by the Justice Department over the
legal obligations and protections that 23andMe owes its customers (“users”). 23andMe’s users
also should have the ability to remove their genetic data from acquisition by a foreign
government or entities under the control or influence of a foreign government, including data
associated with other personally-identifiable information and any other data generated by
23andMe that uses genetic data in the aggregate.

23andMe’s users provided their sensitive, personal genetic data to a privately-owned U.S.
company, potentially without fully understanding the implications of this data falling into the
hands of adversaries, including cybercriminals and foreign nation-states. Further, the genetic
information held in 23andMe’s databank has implications for relatives of 23andMe users who
share common genetic markers, creating additional privacy concerns for such individuals who
had no opportunity to consent to how 23andMe’s data could be used in ways that affect them.

Outside of this proceeding, we urge the Department, the Commission, and other relevant federal
entities to closely monitor future transactions, and use all levers as appropriate, where foreign
entities, particularly those under the control or influence of foreign nations of concern, are
attempting to purchase — through bankruptcy proceedings or otherwise — Americans’ sensitive
biologic and genomic data. To this end, we encourage the DOJ to evaluate any appropriate
updates to its recently-released Final Rule,® implementing Executive Order 14117 on
“Preventing Access to Americans’ Bulk Sensitive Personal Data and United States Government-
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Related Data by Countries of Concern”, to address any novel risks posed by potential acquisition
(and resale) of 23andMe data by covered vendors.

In addition, the Department and the Commission must work with lead agencies to support the
cybersecurity of genomic data. In March 2022, 23andMe suffered a security breach that
compromised the genetic information of millions of users, underscoring concerns around
genomic data privacy and misuse.

In short, it is paramount to our national and economic security that there is a whole-of-
government approach to protecting Americans’ sensitive genomic data, including by preventing
malign entities from gaining access to such data through commercial acquisition, cyberattacks, or
other illicit means. We remain committed to working with the Department, the Commission, and
the Administration broadly on this issue.

Sincerely,

ok € Aoer

MARK R. WARNER TODP YOUNG
United States Senator United States Senator




